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Abstract: A lightweight network intrusion detection model, termed MobileViT-RMF, was proposed to address
several limitations in existing traffic-visualization-based intrusion detection methods, including insufficient

representation of temporal correlations in traffic data, limited feature characterization capability, and restricted
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detection accuracy under lightweight model constraints. The proposed method combined the Gramian Angular
Difference Field (GADF) with a Residual Multi-grain Focus (RMF) module to improve both traffic repre-
sentation and feature extraction. Firstly, one-dimensional network traffic feature sequences were converted
into two-dimensional GADF images with spatiotemporal correlations, so that the evolutionary characteristics
of traffic behavior and the discriminative differences among traffic categories could be more effectively preserved
in the image space. On this basis, the RMF module was embedded into the lightweight MobileViT backbone
to strengthen local key-feature extraction and global contextual modeling through a multi-granularity feature
focusing mechanism, thereby the discriminative capability of the model for complex traffic images was
enhanced. Experimental validation was conducted on the CICIDS2017 and UNSW-NB15 public datasets. The
proposed model achieves a detection accuracy of 99.75% on CICIDS2017, which is 2. 74 percentage points
higher than that of the baseline MobileViT _V3_xxs model. On UNSW-NB15, the peak accuracy reaches
99.89% , indicating favorable cross-dataset detection performance. These findings suggest that the combination
of GADF-based traffic image representation and RMF-based feature enhancement can improve the repre-
sentation quality and classification performance of network traffic images while preserving the lightweight nature
of the model. The proposed approach provides a feasible idea for the design of lightweight network intrusion
detection models.

Key words: intrusion detection; lightweight network; image classification; MobileViT

SRPPBCRIYIX 73 L, AN TR e 80

0 5| B ARSI Z BB, T 2 )
B2 5G M R A RO . A AT DB SR R BE , 120 1R
TP g 1R

BB T M 2891261, H3¥E Nexusguard /{2024
AEARER I IR IR 55 Bt A 2 15 ) . 2023 44
Bk DDoS Bl ik %) 700 Gbit/s i fvnt i, &
MR 8 X 10" Bt /s(pps) , 2021 - f i 28 55
(580 Gbit/$) 4 20. 7% SRC[ERT, finsg P g
R A 4 i s R it 83 %6, A4 T AN T 4k
fE TR ARKLIN % 42 (Intrusion Detection System,
IDS)FER SCIAEE T BB R TRt S AR i
P S AR PR, B F TR IR R I T
PBAL S5 TR 4 > BRI, 0 A Do 205 37 A 46
S HERUE, IR FRZ W 4% (CNND I LR
TEHEHRRE 11 LB s o 21

TERET R B AMRAS I AR S E 45 38 1t

TERTINAEAY 2T, A5 3 22 1a0d A (Rl 4 A~
ARG E SRCE  XAE R VGG16 $2IUs s a4y
fiIE, (HIC R R S 4 B0 AR . Rl s
A2 (s B, Wu s R T CNN-GRU TSR, 18
i GRU R s N P RHE, #2511 DDoS K Y
FUHE, (AR 8 2%, SRR Fi T8y Lt
AR CNNEE R, 2 i 7338 FReR Jy el
AP

Wang 45" Fl Avei %1% FF 8 # VIT (Vision
Transformer) v F Fiz 40, H4 R & JidLi &
AE X AR A T 5T, (H il TS 80 K=
BONGRCRMET o INRBIROCR A = Z A, BeagE™
{8 FH Mobile ViT > &b Bt 5t K145, & BEAIR T A

FEAG R Ty 5 VR B ARG A AR S A S P R A o F
GEAI . ERUR R, BUA Tl Pk
D BT AT S FEAY 77, Demmese 55 B
PR E YN ARG IR e R B, H:
B A SRR AR TR SIOR s 2) T4
FHRAIE AR A, 0 Pham 25758 5328 M At i
FRAE CRPZEITR) . 805 A R EE S, B fifk
THRHE TR, HER TEI MRS ; Attack
LGB APPSR FY RGB M IE LG, B

R S MRS R, i TR B R Z
PR LA AT o (H AT B 0 I 45 i ik (1R
) b A BT R SO O B TR AL, YRR A
PEFFZS ], FHUE AT L, B R v R R 4 )R - )R
BRAFAE B R) 55 15 R R YA Ok Y G B ] T

BEXT L IRIA L, AHFFEHE Al G A% PLIR A 2535
(Gramian Angular Difference Field, GADF) 4wt -5
i MobileVIT B ARG IIHESS . =2 5THR
L5



CEVEE 226 1)

1T GADF 5 Mobile ViT-RMF 14 % 28 A48 AR Y CRE5-46) 217

D Wit T GADF i i UG e i 1, 38
ok S 4 i O B A S SR A I s DGR, i R
Gr AR PE WL B0 AR AR B E R A In)

2) He 5k 25 2 hn i R A RMF B (Residual
Multi-granularity Fusion Block) , £ H i W K% 1
BT ALKA | #5253 [EE ) SGA MM KT E
71 SMA ML, SCHHE I T8 FEAEARA AT 5 DGR X I
AL

1 EEAREE SR
1.1 —4HREEG -4k

1 558 5 1030 3o 2 P W SRR H% T AR A S SRy K
JEAR AR, o] S B nT AL, (B R R 28
() 3400 o) 80 T8 B i) 8 194 7 o 5 728 AR B 25 i
AEARWT , R 1) 5 8] 9 Al 2 Pk DG 3R JE vk i K
B GE, Wb s AL R RN 8, B
LT R M A TR R, A DA I R AR A B
WA 5 2 @%%%%T%ﬁﬁﬁ$wﬁﬂ 1%
P A 25 5 GADF M 4 AR Sy ) 17 B0 AR SR B g
HET R . GADF 38 23 4 A b B B 44 B 2 ¢
e, HA D BARIAE LT =71

1) S PERENE . GADF B4 5 550
SP A AR AR, TR SR ] 7 ) A 5% AR B
AR AR o 2 AR R A R T (D ) A I A
T, A AR T ARl A A K g

2) B2 FRIERR G« 1R 50 K B UG AR BE AR AIE
TRE(E S, T GADF W38 i 2 42 - £ 3 X0 T8 4
fith, TR 30 1 37 S R A BT 1] 3 A A5 Jep

GRARREA . X FPFE S AL CNN 5 %
PR 3 228 5 23 [R5 A REAE o
3) Al Al sy PERG SR . GADF 285, ARA)2
S A A TE BRSO A A5 A2 LR B
—EZES, AT RIS ] X X
DoS Y i 2, Hg i 58 AR AL G HRHE K 8l G
F A BLRE NS L AR v DA R0 80 Bl e A 48 ) 1)
%ﬁ%ﬂm%,MﬁﬁFﬁﬁﬂﬁ% B P
AT R R AR I
Xof D) 4 i 5t KA 1) BO(E FR A AR AT 0 BO A B
2 A AR A PR A R L i R
¢, = arccos(x;), (D
GADF =|sin(¢, 4—¢)] (2)
e o, WE i AFEEE; arccos( ;) A RAR X PR,
%A?ﬁlﬁl[fl,l],ﬁautﬂﬁﬂ“ﬁlf“(ofwn) T NI
HIAMH. sin(@,— ;) TR i 558 AW
FEIE, Z5RAE[— 1, 1 1208, [ JFRAERE, Pt
IEFZE T
SR AN R R B 11 P RRAE ) 2 4 4% 5% A
RLE , S5 LA o) 4 DRI 1) — 2 RS

1.2 A

W28t 28 GADF S Jm T2 I BAT 2 S
(0 ARG DRI 2 S WSS S AN TR 5 1) A 0 P
5 YA SR L e SR BN R (BB B A 5 IF (]
RSP 25 [ AR AR E . X B fill DoS Bt i
TRCPIR RS0 TE U R S s A 2 A AR ]
o, B AR T B AR A SR

1 R BRI R/ MR T T R R

AE 7] i

Mll\TRMF

leViTVI_:
III\I%\(OS

Mg il\ll
o fruins

/ \|11

r ||\ v3_
\H\\M 2]73
x1|1\11 S MobileNetV3

EfficientNet_b0

MobileViTv3_v2(0...

MobileViTv3_v2(1.75)
\III\I7
MobileViTv3_v2(1.5)

ShuffleNetv2

MobileViTv3_v2(2)

@

nall
MobileViTv3_s

2_0

\Inl»ile\'ﬂl)’} :
1 i

MobileNetV2
1

1 5 7 9 11

13 15 17 19 21 23

T E RN
¥ 1 MobileViT-RMF #i#4 5 B 5 i AR 1) S BORE TH52 2BE LhA

Fig.1 Comparison of parameter size and computational complexity between MobileViT-RMF model and existing lightweight models



218 thdb R

IR CEH SRR RD

2026 457 2 )

MobileViTv3 _xxs #& 81 38 35 I8 J& 7 43 55 4 F1
5 Transformer FYIR & 24, eS80 511E w2
(o] SE 80 T B LA, BN Ch IS ket MobileViT -

RMF # 8 g BAR L 2R, HAZ OIS AET . D R
MV?2 *ﬁﬁﬂ%é’* GADF K14 7 DoS T o 1 1800 £
FUS P A T 2 R

LS AN RO Y 5% FAEE A

2) Mobile ViT #% He £ 37 7 1% 2 [A] i 4 B2 45 fi ¢
Z, 0] DL DoS o i) 722 W OB =K . SR
TR RRAE P A 2 5 b B O LA X 4328 % 3t
WS IEF R s AWt TR
2R FE TR AL RMF B, S5FtniE 2 s .

I BENIGN
DOS
oldenEye

(R

RMF

Global
pool

k
Conv-1 %1 H H SoftMax J_>-:

DoS
whitptest
DoS
Slowloris

| RMF |
|
MViT3 |
| D |
| =3 e
| DFB |
s Ix |
| e 2—g=="| |
— e sy
| | | v |
| DFB
| Ix3 L—— | | LKAT |
L Fw |
| N> |
| Mv2 block I
A
| @ y=Flr)tx |
| |
L - - |

2 il MobileViT-RMF Z5#4 &1
Fig. 2 Structure diagram of the improved MobileViT-RMF

1.2.1 RMF &k

AW 5T B T 8 A R AR DFB (DynaFocus-
Block) ¥ T RMF £85I & 3 7, RMF ik
i3 o3 JZHER B DFB STt T4, 41 DFB 4
B H AN RAZ ) ALKA (Adaptive Large Ker-
nel Attention) . %% [H] ['] % 1F & /7 SGA (Spatial
Gate Attention) F1 H ¥4 il 7 & J1 SMA (Self-
modulated Attention) = AMZ 2 A1F .

B AN AR ALKA 5250 133
SGA feZ et AR DFB, DFB jfiid 2 R
P55 SR e R T, A R 55 AN [RDRLEE 9%
SIMEE IR W EARESE T AR R E R
MRS, TR T TR RS AT eS| & 1 BHZE
S, A2 o os i B iR &, ARSI
ALKA KA TRIL LR B, 7t 256 KA 2 1R
ZREE2], ALKA H 34 E 2R B I

D REER D &2 W ARk A

XERTHV KA BB — 1 K X KEFRfE N

3AArER A IE N A R CR : — 1 (2d —

1)X (2d—1)2”r“?6%w%%\ﬁ)w , — N[ k/d] X

[ &/ d VIR EE W] 53 85 23 AR fown () FI— A i B
Sow(®), Li_ﬁ«sﬁfﬂ%@ Ly

LEA(X)=fow( fown fow(X))), 3

2) yRFm%J- e & A FF AR K

XERC W B e w1 4t H o # S n iy
X0, Xo, o, X, BRI RN [ JXHX W, Xt

T T AUERAE X, — N { &, d) 200 LKA 85 H
Rt Rl o RUBE T 3 TR LKA, .

3 TIENUE : RET (HRAX, N T Rk
BN, DA RS 2 RS S, RIS [
RSN AEHMG LKA, ()iEN R ALKA,(5), FmH

ALKA,(X,)=G,(X,))QLKA,(X,), (4



CENER 226 D FF GADF 5 MobileViT-RMF B /4 2 A ARG IR GR35 45D 219

LA TR AZ B 1) MLKA , 554 18] T 52w K FH B
M, TN MILKA A ] T35 B4 R s B

K GO JEH a, X a, W] 438 R A2 A4
[T, LKA, ()&= a-0,-1 531 LKA . Fil e,

P S R e,

P —

’ LayerNorm

’ LayerNorm

B T e — e

c
:
o713
Output £ :% B
H )
w

B3 RMEF s
Fig3 RMEF structure diagram

SGAZE T IR 52 WEE Sy, nTRS ek

BRALEMAMZ, IFRESN ETFUEE . N
TR O AR S E S, SR Z TR EE ] 4
& BRI RRIE B HEATINAL . 457 % 45 A8 4 19 X RN
Y, SGA B HES BT LAFRIR

SGA(X,Y )=/ (X)X, (5)
s fow () FI Q43I IR BE A 43 B FRURIE T 3R

ﬂ DW Conv H
21

’ PWConv

I N A T, SGA AT LIRS bR AR £k Pk
2, AR5 JE A 2 M 1RGO0 T 9 3K R i S
ALKA | SGA 5 SMA 25 F i 4 frs . ALKA
I SGA T B IR 73 5 il $H< BE B O .
T8 N E R REAE 2R, DT 1 5 Sy B RE AR 1Y R AR

. DWConv
. DWConv
. PWConv
]

U PWConv |

€l 4 ALKA.SGA 5 SMA Z5t4[&]
Fig.4 Structural diagrams of ALKA, SGA, and SMA

DFB i AR 7
X, = LayerNorm(X,,),
Froepn=X,=X, +ALKA(X,)
X, =X, + SGA(LayerNorm(X,)),

(6)

XF T4 8 i A RRAE B XL eROTY, il
LayerNorm, ALKA | SGA S£4544 J5 15 21 5% 2= T %
## Xso B DFB HERR LS N T, =)
B



220 b k% 3 A RBRERD 2026 4E45 2 3]
£ ) XX 2% U A ST RN 25 I el

X=X, + ® Filh (X.,), ¢y ALPERIETOE, AEERS d MR AR AT

P S, WS HTTP, FTP, SSH %4 MM M ZFh

e 228 DFB Yl & 08 © b5 HEE DFB
HOTHER 2R A . B2 WS SR
SMA J& #8 & 1 e & 4 % DFBs, B AR5 2t
()

Fil.=SMA(XE)+ X0 (8)

e S PR [ BERRAE IR Y, 76 MVIT 3 B B iy
it 3)2 DEB MEAR R I AT 25 A=, an=i(9)
FiR

X = Fiin, + Xi, £=3, D

FEMVIT3 5 H 2 DFB HEAR B 38 F 3¢
JEHT, 38 2 Bk R 1 S BVR 2 SRR AE S TR R
SURFIERY )2 RS, =R A0 PR,

X, =MViT(X,. )+ Fi (MVIT(X,.), k=2,
(10D
1.2.2 fl& RMF i Mobile ViT R

FEAYN G B 2R £ A 352K Focal Loss L4k
HPERE, DMRE AT AMAEA I RINGE T] o IR 2,
GRS A RRHIE , AREETE T RZs ARSI ) o
W3,

MobileViT-RMF M £ 45 #5 4n & 1 Jr /i
Inpur &7 P 46 v B A 15 8 1 i AR T RS
Operator F7n BAFFHIEJZ T &5 AL, Cowr
7 B AR AR Z S R A E A, LR OR
MViT3 i i Transformer BLH A5, s Tom
K, BB BRI IR B,

%1 MobileViT-RMF 284514
Tab.1 MobileViT-RMF network structure

Input Operator Cout L s

3 X 256 X 256 Conv2d 16 — 2
16 X 128 X 128 MV2 16 — 1
16 X 128 X 128 MV2 24 — 2
24 X 64 X 64 MV2 24 — 1
24 X 64 X 64 MV?2 24 — 1
24 X 32X 32 RMF 63 2 1
63 X 32 X 32 RMF 72 4 1
72X 16 X 16 RMF 126 4 1
126 X 8 X 8 Conv2d 504 — 1
504 X 8 X 8 AvgPool2d — — —
504 FC — — —

2 RIg5SH
2.1 HIEEE

A 5% 2K FH B K W 4 22 4 BT 5% 0T K AR 1Y
CICIDS2017 F:ERHRAE , 12808 2 i ARl B S

BTG SR I BENIGN IE# i i 5
DDoS. DoS GoldenEye, DoS Hulk, DoS
Slowhttptest, DoS Slowloris HZE#17 DoS 45k ,
ISR FR A S UER AN WK DDoS | i
FHIZH: Slowloris M4 Yok e T Al .
2.1.1 HEwmisk

BEXS CICIDS2017 4k 4R 77 76 A A KU B AR
fiE B IAE S S A 1), A BIF 9 S it = R A
TRV -

1D B AL TCRR K/ /MBI S REAR

2) R JURBIE FE AN B B R R B J A 5

3D Xof i S AURFAE SRS ARLHEA T AR QI A 8] 7 e e
IfH.

RGN FHF R, SR 3 2 R R TT
28 BENIGN AR5 /DK DoS Slowloris #
A I EL R4 2 101, M4 Pradipta %2R Y
SMOTE $tia- V-1 1 1572 , 12071 W] A 3Gk it 42
A R

TEH I 2t B B Bl 1 22 0 Rt IR & SR
ik g ALE A R E S ARIE N0, &K
Tk it AR 4 o 2R AU 53 TE 1~5 9 25 Bl g S 17
SRS BB AL S . R Min-Max JH—
T RGP X ={ 21, 2, oo, 2, H— L EX
F[—1, 11 b, XOMRpE ] i, X, 5 X 2090
RHE /MBS B R o AT SCHR[19 TR AT Y
Z-score FRifEAL , 1207 1k g B df M AR BE Uit REAE 1Y
AHXT EAT G 2R o

X — Xmin

Xn()rm — o ( 4 )
Xnmx - Xmin

kb B B9 CICIDS2017 B g2 40 & 80 4i A
BCRFIE B B ) 1 (] 2515 O 80 o5 ml 52 IHLARRAIE 4 13
S 0 I P P Xt IO o S [) ) X 3 S AR AR
HERR RN QN 2 i o e T a4 st
Vi) i 6 o o B UK I BT T 1) AR AR A R, ok
G % 70 T B B A AR

2 ARE ORISR B0

Tab.2 The impact of different window sizes on classification accuracy

7 HRSE KR PNINACE SRR/
40 256256 96.53
50 256256 96.99
60 256256 98.41
70 256X 256 98.44
80 256256 99.75
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Tab.5 Hyperparameter settings for the experimental environment
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Tab.6 Comparison of MobileViT-RMF network and lightweight network indicators

S ZHE/10°  APT/ms  FLOPs/10° Ace/% F1/% R/% P/%

Shu[ﬂeNel,Vz[ZH 7.39 20 780 96.614+2.32 96.6042.39 96.614+2.31 96.73+1.68
EfficientNet,BO[ZZJ 4.01 37 540 97.18+1.56 97.18+1.55 97.1841.56 97.224+1.30
MobileNet_Vl[Z:‘] 3.21 30 587 97.08+1.02 97.084+1.04 97.084+1.02 97.11+0.86
MobileNet,VZ[Z“” 3.50 22 427 95.934+8.93 95.764+10.26 95.934+8.94 96.81+2.84
MobileNet_VS[ZB] 5.48 28 305 93.72+13.53 93.33+15.41 95.454+13.54 95.454+5.95
MobileVi’I‘,Vl[%] 1.02 25 350 97.034+0.73 97.03+0.73 97.0540.73 97.0540.64
MobileViT_Vz[m 4.39 30 1451 97.08+3.87 97.004+4.49 97.0843.90 97.394+1.67
MobileVi’I‘,VB,xxsm] 0.73 26 278 97.01£1.10 97.024+1.10 97.03+1.10 97.264+0.93
MobileViT_VS_O.S[ZS] 1.17 28 381 97.68+0.76 97.684+0.77 97.704+0.75 97.704+0.61
SqueezeNetl,lW 0.72 21 263 85.11+11.14 81.16+14.62 85.11+11.14 90.66+5.85
MobileViT-RMF (ours) 1.03 23 279 99.754+0.59 99.754+0.59 99.7540.59 99.764+0.53
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Fig.9 The improved model’s indicator bar chart on the UNSW -
NB15 dataset
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Tab.7 Ablation experiment results

RMF CICIDS2017
ALKA SGA SMA Acc/ %

X X X 98.44

X X N/ 98.88

X N X 98.60

N/ X X 97.87

X N NG 98.21

N X N 99.10

NG NG X 99.33

N N N 99.99

MEBTE R ALKA . SGA 5 SMA B}, #5514
WERf R I8 31 99.99%, B MEFR T 1. 55 H 43 4. .
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Tab.8 Hardware configuration
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Jetson Xavier NX

6#% Carmel CPU + 384 #% Volta GPU

8GB LPDDR4 21 TOPs
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Tab.9 Detection frame rate of models

JiRiill ZHri /105 FLOPs/10° Wi/ (i-s 1)
MobileViT 1.03 350 72
MobileViT-RMF 1.02 279 94
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