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A Meta-Learning and VAE-GAN Based META-VAEGAN-DNN
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2. School of Semiconductor and Physics, North University of China, Taiyuan 030051, China)

Abstract: Class imbalance in network intrusion detection makes minority attack classes particularly challenging
to identify. To address this issue, we proposed META-VAEGAN-DNN, a novel intrusion detection
framework that integrated meta-learning with a variational autoencoder generative adversarial network (VAE-
GAN). A META-VAEGAN-based augmentation model was first developed to alleviate class imbalance,
followed by a differentiated sample processing strategy with a progressive quality filtering mechanism designed

to enhance the generation of minority-class instances. The augmented data were then classified using a deep
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neural network (DNN) enhanced with channel attention and multi-layer residual connections. Experiments
on the NSL-KDD dataset demonstrate that META-VAEGAN-DNN achieves 89% accuracy, 90% Fl-score,
and 98% AUC. Notably, the precision and recall of the U2R class reach 98% and 99% , respectively, while
those of the R2L class reach 99% and 73% , substantially outperforming conventional methods. These results
highlight the effectiveness of META-VAEGAN-DNN in improving the detection of minority attack categories

and enhancing overall intrusion detection performance. Supplementary validation on the CIC-IDS-2017 dataset

further demonstrates the generalizability of the model.

Key words: variational autoencoder; generative adversarial network; meta-learning; intrusion detection
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Tab.3 The impact of different adversarial weight upper bounds on
model performance
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Tab.4 Comparison of classification algorithms %
NEAE MR REE  FL ARE
DT 75 80 72 75
KNN 74 78 70 74
LR 74 79 71 74
NB 53 69 44 53
RF 76 82 72 76
SVM 77 80 73 77
DNN 79 83 75 79
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Tab.6 Comparison of precision and recall for each class under dif-

ferent class balancing methods on the NSL-KDD dataset

B AR HAD S I AR RN EE HEAT LU,
PR RN 4 RN B O S T S e ]
T A FERIZCR I I, META-VAEGAN-
DNN 7E NSL-KDD s £ E Il 2 2. 8 s,

" Kt/ % - " . .
fiz f£ CIC-IDS2017 % ¥ 45 124 9.2 s, #H Lk DSC-
Normal DOS Probe U2R R2L . . N — i . -
NN TR — Inception-BiLLSTM 45 &2 5 Ji I H 1 4 4 1) 52
SMOTE-DNN 7195 79 23 96 Ff G E o A HY P BE 4R AR 25 T META-
oA Ol BT VAEGAN HUR SR BB AT AR R T A YA )
CGAN-DNN 67 94 84 63 83 ; o , A )
ROS-DNN 71 95 82 12 93 Lﬁ ) ﬁﬁ%i’“ﬁ E‘J DNN %%%&%*@Eﬁ% T KTL\{M
ANASYN-DNN 71 9% 76 14 72 e
CCWGAN-DNN 85 9 90 85 92 A
NBW ) 94 38 75 88 7 AREZEMT T AR CIC-IDS2017 Budfi 42 425 5 I ks i %
META-VAEGAN-DNN 93 96 94 98 99 HH MR
Bla==/Y% Tab.7 Comparison of precision and recall for each class under dif~
5 7
Hm Normal DOS Probe U2R R2L ferent class balancing methods on the CIC-IDS2017 dataset
DNN 96 85 65 52 12 " KR/ %
SMOTE-DNN 9 85 70 34 14 ~ Benign Botnet DDoS DoS Web
GAN-DNN 92 81 77 25 5 NN o = T
CGAN-DNN 96 79 75 21 2 OTE DNN : : , N
ROS-DNN 9 8 71 36 13 SM DTE-DN 70 8_ 939055
ANASYN-DNN 9% 88 67 40 6 L(LAAI\II\IDDI\II\II\II\I g? 23 Zg :2 fg
CCWGAN-DNN 93 89 8 60 20 - . ‘j4
NBW 94 87 80 50 10 ANTS\;DI\IIN\I 70 8 9? 89 Z
META-VAEGAN-DNN 95 92 93 99 73 ] SYNVDNN 69 83 J 88 8
CCWGAN-DNN 82 88 9 92 75
h 6 f% 7 7%, META-VAEGAN- NBW 78 8 93 90 68
DNN TEA&- 250 _F AR B 32 R0 1] 32 AR B At )y META'VAEGANDNN 90 92 9 94 87
. wr s . B/ Y
FA B R AT, U AR BRI o fi
Benign Botnet DDoS DoS Web
o H _ S _ ab 2
5 WKW, META-VAEGAN-DNN fE % 4 %% fi# NN B &2 78 75 2=
PRS- (), 7E O 28028 R AR ) e SMOTE-DNN 95 68 8 79 35
AR, R TE T X DB A A U PR RE - GAN-DNN oL 6580 T30
. o X L . CGAN-DNN 94 60 75 7225
6) A SCITHE 7 Ik S AT AR R AT U I 25 A AR ROS-DNN 94 65 78 76 32
KBTS e e, 255 8 R ANASYNDNN 95 63 76 T4
5 : CCWGAN-DNN 92 78 88 85 65
Bl E (R 5 73 10 S 1 A 0 S5 4R TR M A0 K % | META-VAEGANDNN 93 88 92 90 s
# 8 META-VAEGAN 5 H At gk %
Tab.8 Comparison of the performance of the class equalization method across categories
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