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Network Intrusion Detection Model Based on Recurrence Plot and
MobileViT-AESTF

Liu Shihan, Zhao Lihui", Liu Zejin, An Yang
(School of Software, North University of China, Taiyuan 030051, China)

Abstract: To address the issues of temporal feature loss caused by traffic visualization and the insufficient
detection accuracy of lightweight models under complex attacks in network intrusion detection, a light-
weight model named MobileViT-AESTF was proposed based on recurrence plot (RP) and an adaptive
efficient spatiotemporal fusion (AESTF) module. Ultilizing phase space reconstruction technology, the

method mapped one-dimensional traffic time series into recursive relationships in a two-dimensional state
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space via RP, effectively retaining the non-linear temporal features of the traffic. To overcome the insuffi-
cient feature capture capability of MobileViT _V3 in processing visualized traffic, the designed AESTF
module comprised an efficient spatiotemporal fusion (ESTF) unit and an adaptive feature exciter (AFE) ;
specifically, the ESTF employed a dual-path heterogeneous attention mechanism to extract spatial and
channel features in parallel, while the AFE adaptively enhanced key discriminative features based on a neu-
ronal energy function. Experimental results on the CIC UNSW-NB15 Augmented dataset demonstrate
that MobileViT-AESTF achieves an accuracy, recall, and Fl-score of 99.84%, 99.82%, and 99.85%
respectively, while maintaining a low parameter count of 1.04X10°. Compared with the baseline Mobile-
ViT_V3, the proposed model reduces computational cost and exhibits greater robustness in identifying
complex attacks such as Fuzzers. The model achieves an effective balance between lightweight design and
detection accuracy, making it suitable for network intrusion detection in resource-constrained environments
and offering significant engineering application value.

Key words: intrusion detection; image classification; lightweight network; MobileViT
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Fig. 1 Intrusion detection framework
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Tab.1 The accuracy of the model under different distance thresholds

5 ACC/%
1.0 95.78
0.5 97.46
0.2 98.52
0.1 99.84

0.05 98.12
0.01 94.04
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Tab.2 The accuracy of the model under different residual connections
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Tab.3 The accuracy of the model under different parameter

configurations
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a=1.0, f=0.0 98.32
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Tab.4 MobileViT-AESTF network structure

Input Operator Cout s

3 X 256 X 256 Conv2d 16 2
16 X 128 X 128 MV2 32 1
32X 128 X 128 MV2 48 2
48 X 64 X 64 MV2 48 1
48 X 64 X 64 MV2 48 1
48 X 64 X 64 AESTF 96 1
96 X 32 X 32 AESTF 160 1
160 X 16 X 16 AESTF 160 1
160 X 8 X 8 Conv2d 640 1
640 X 1 X 1 AvgPool2d - —
64X 1X1 FC — —
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Tab.5 The dataset after data cleaning

iy k=3l AL
0 Benign 5000
1 DoS 4467
2 Exploits 5000
3 Fuzzers 5000
4 Generic 4632
5 Reconnaissance 5000
6 Shellcode 2102
2.1.2 FFIE4RIR
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Tab.6 The accuracy of the model with different numbers of features

FRE R ACC/%
25 97.96
35 99.84
45 99.25

# 7 CIC UNSW-NBL5HiERFAE A% 43
Tab.7 Characteristics and scores of the CIC UNSW-NB15 aug-

mented dataset

FF5 FHIEA7 B o
1 Dst Port 12.5
2 Fwd Seg Size Min 9.5
3 Packet Length Max 6.4
4 Fwd Packet Length Max 5.3
5 Total Length of Fwd Packet 5.0
6 Average Packet Size 5.0
33 FIN Flag Count 2.4
34 Bwd IAT Total 2.3
35 Flow IAT Max 2.3

o A R BRI o A 2 1) B A B M
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Fig.3 A portion of sample displays from the CIC UNSW-NB15
Augmented dataset
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Tab.8 Comparison of MobileViT-AESTF network and lightweight network indicators

Network S ¥ /100 FLOPs/10° ACC/% F1/% R/% P/%
ShuffleNet V2% 8.27 0.78 98.01 98.01 98.02 98.14
EfficientNet_B0"" 5.12 0.54 98.12 98.21 98.16 98.28
MobileNet_ V11 3.21 0.59 98.25 98.29 98.30 98.29
MobileNet_ V219 3.50 0.43 97.31 97.12 97.34 98.15
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Tab.9 Ablation experiment results

ESTF
AFE ACC/%

Branch X Branch Y
X X X 98.34
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